International Journal of Scholarly Research (IJSR) 

Vol-1, Issiie-1, 2017 

http://www.scholars.org.in 


“Review on an Efficient Approach for Ranking Based Fraud Detection in Android Mobile 

Markét" 


Sumit Annaji Kale Prof.Naziya Pathan 1 2 

1 Departement of Computer science and engg, 
Nuva College of Engineering and Technology, Nagpur 
Sumit. kale28 @ gmail.com 

2 Departement of Computer science and engg, 
Nuva College of Engineering and Technology, Nagpur 


Abstract: Ranking fraud in the mobile App market refers to 
fraudulent or unrepresentative activities which háve a purpose 
of knocking up the Apps in the popularity list or make 
ourselves famous. Without a doubt, it becomes more and more 
numerous for App developers to use sheltered means, such as 
inflating their Apps’ sales or posting phony App ratings, to 
execute ranking fraud. While the significance of preventing 
ranking fraud has been extensively predictable, there is limited 
consideration and research in this area. In this Paper we are 
reviewing various a holistic view of ranking fraud and propose 
a ranking fraud detection systém for mobile Apps. Specifically 
we hrst study various ranking fraud. Moreover, we examine 
different methodologies and characterised it into three types of 
verification in fraud detection, i.e., ranking based evidences, 
rating based evidences and review based evidences, by 
representing Apps’ ranking, rating and review behaviours 
through statistical hypotheses tests. In addition, we will also 
suggest an optimization based combination method to 
incorporate all the evidences for fraud recognition. 

Keyword: Mobile Apps, ranking fraud detection, evidence 
aggregation, historical ranking records, rating and review. 

1. INTRODU CTION 

The number of mobile Apps has grown at a overwhelming rate 
over the past few years. For example, as of the end of April 
2013, there are more than 1.6 million Apps at Apple App store 
and Google Play. To motivate the development of mobile 
Apps, many App Stores commence daily App head boards, 
which exhibit the graphic representation rankings of most 
accepted popular Apps. Without a doubt, the App leader board 
is one of the most significant ways for subsidise mobile Apps. 
A privileged rank on the leader board frequently leads to a 
enormous number of downloads and million dollars in profits. 
Therefore, App developers be inclined to investigate various 
ways such as promotion drive to promote their Apps in order 
to háve their Apps ranked as soaring as possible in such App 


leader boards. However, as a recent inclination, instead of 
relying on traditional marketing Solutions, sheltered App 
developers remedy to some fraudulent means to intentionally 
boost their Apps and in due course manipulate the chart 
rankings on an App store. This is usually put into Service by 
using so-called farms man water armies to inflate the App 
downloads, ratings and reviews in a very squat time. For 
example, an article from Venture Beat account that, when an 
App was sponsored with the help of ranking manipulation, it 
could be boosted from number 1,800 to the top 25 in Apple top 
free leader-board and more than 50,000-100,000 new users 
could be obtained within a couple of days. In fact, such 
ranking fraud elevates enormous concerns to the mobile App 
diligence. For example, Apple has notified of cracking down 
on App developers who perpetrate ranking fraud in the Apple 
App store. In the literatuře, while there are some related work 
doně by other developers, such as web ranking spam 
recognition, Online review spam exposure, and mobile App 
commendation, the difficulty of distinguish ranking fraud for 
mobile Apps is at rest under-explored. To fill this critical void, 
in this páper, we propose to build up a ranking fraud exposure 
structure for mobile Apps. Along this statement, we recognize 
some very significant confronts that we háve to overcome at 
any cost. First, the thing we háve to také in consideration or to 
focus that is ranking fraud does not always také plače in the 
whole life cycle of an App, so we need to spot the time when 
fraud occurs. Such challenge can be observed as detecting the 
local irregularity instead of globál irregularity of mobile Apps. 
Second, as we know there are many number of apps are 
present in a reál world. Due to the huge number of mobile 
Apps, it is complicated to physically mark ranking fraud for 
each App, so it is significant to háve a scalable way to 
mechanically discover ranking fraud without using any 
benchmark information. Finally, due to the energetic nátuře of 
chart rankings, it is not easy to categorize and make sure the 
confirmations linked to ranking fraud, which encourages us to 
determine some understood fraud patterns of mobile Apps as 
confirmations. Then, with the investigation of Apps’ ranking 
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behaviours, we find that the fraudulent Apps often háve 
dissimilar ranking patterns in each important session weigh 
against with normál Apps. Thus, we distinguish some fraud 
evidences from Apps’ chronological ranking records, and build 
up three functions to extort such ranking based fraud 
evidences. Nonetheless, the ranking support confirmation can 
be pretentious by App developers’ reputation and some 
justifiable marketing campaigns, such as “limited-time 
discount”. As a result, it is not adequate to only use ranking 
based confirmations. Therefore, we further propose two types 
of fraud confirmations based on Apps’ rating and review past 
data, which reflect some irregularity patterns from Apps’ 
historical rating and review records. In accumulation, we 
develop an unsubstantiated evidence-aggregation method to 
incorporate these three types of evidences for estimating the 
authority of leading sessions from mobile Apps. It is worth 
noting that all the evidences are extorted by modelling Apps’ 
ranking, rating and review behaviours through arithmetical 
hypotheses tests. The proposed structure is scalable and can be 
unmitigated with other domain produced evidences for ranking 
fraud detection. Finally, we evaluate the proposed systém with 
reál- world App data composed from the Apple ’s App store for 
a long time period, i.e., more than two years. 

BACKGROUND 

Web Advertising: 

Advertising or promoting on the world wide web is 
persistent, and allows for Services such as websites, search, 
and email to be make available to customers for free by 
including advertisements (ads) as part of the substance 
exhibited to the user or customer. Website owners and other 
provision contributors (called publishers in advertising jargon) 
characteristically include ads through a third party called an ad 
contributor, which handles nodding and decide on 
advertisements, as well as paying publishers for ads shown to 
their users. On the Web, this is typically employ as and 
<iframe> or <script> HTML element implanted in the 
publisheťs webpage, with a src (source attribute) attribute that 
points to the ad provideťs ad server. When the web page is 
encumbered by a browser, the ad is colonized via an ad 
demand, which contains the contributors or ad providers ID 
and information or some personál details about the user that is 
ušed to select a appropriate ad (known as targeting 
information). The ad server proceeds three pieces of substance 
once an ad is selected: the ad content URL, a click URL, and a 
pixel URL. 

The ad substances is characteristically hosted by the 
ad provider (usually through a CDN- Content delivery 
network) instead of the digital marketer who owns the ad, 
guarantying the content will be violable when the ad is loaded. 
Marketers those taking efforts to promote their aďs and who 


are paying for their ads to be circulated by the ad provider 
want to ensure the ad provider is not fraudulently billing them, 
so they themselves host or show a tracking pixel (or web bug) 
that is added by browsers along with the ad so that the 
marketers can autonomously authenticate that ads are being 
requested. 

Finally, the click URL designates which web page 
should be opened when a user clicks on an ad. The click URL 
typically directs to the ad provideťs ad server, which records 
the clicks and then redirects the user to the marketeťs landing 
page which contributor ad server has decided to show to the 
user of click event. An absolute ad request, response, and 
display of the ad and pixel to the user are called an impression, 
and opening the click URL is a click. Publishers are paid based 
on how many impressions and clicks on URL their content 
generates or they achieved by their aďs marketing. 

Web Ad Fraud: 

Unprincipled publishers may initiate their ad revenues 
by having mechanical bots stopover their website and click on 
ads. This is referred to as ad fraud (or click fraud), and is a 
serious security issue as digital marketers who pay to háve 
their ads shown Online will not receive any business advantage 
for ads shown to boost. Although hard numbers on the amount 
of ad fraud is hard to conclude, unadventurous estimates 
suggest 10% of Web ad traffic is due to fraud. In order to 
obtain revenue, fraudsters must remain unobserved while 
issuing large numbers of ad requests and clicks. To do so, they 
employ a number of proceduře and techniques. 

First, the proportion of click requests to requested ads is 
kept low (around 1% ) to avoid doubt, as ads are infrequently 
clicked on by reál users. This means fraudsters concern far 
more ad requests than click requests. Second, fraudsters do not 
rely on or dependent on a single publisher account, but 
relatively háve many accounts from many ad contributors 
which they alternate through while issuing requests. Not only 
does this moderate the impact or outcome of any single user 
account being detected or verified, it also declines the 
enormity of fraudulent requests for each publisher ID and ad 
provider. 

Finally at last, fraudsters use botnets as the bots run 
code that without fail visits the fraudsters' webpage’s in the 
backdrop and clicks on the ads situated there, so that the 
fraudsters obtain revenue. Botnets allow fraudsters to stay 
surreptitious as the bots are reál user devices which háve been 
negotiated. 

Android App Advertising: 

Many Android applications are distributed or allotted 
for free on app markets, and use ads implanted in the user 
interface or at the when the user are going to interact with the 
app of the app to make money for the developer. The 
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developer must register with an Android ad provider or 
contributor, which supply the developer with a publisher ID 
and an ad library to include in their app. The library is 
conscientious for fetching and displaying ads when the app is 
being run. Demanding an ad for an app is equivalent to doing 
so on the web: an ad request is made over HTTP to the ad 
servers which include the developeťs publisher ID and user 
targeting information or personál detail data. 

The ad server returns or delivers the aďs content URL, 
click URL, and any tracking pixel URLs which must be bring 
to display the ad. In fact, many ad libraries desire to employ 
making requests and displaying in fact showing ads simply by 
loading a traditional HTML ad ingredient in a web view. The 
primary distinction between web and Android app advertising 
is that ad libraries are implemented in application code, and 
often enclose speciál application-only logic, for example 
mechanically collecting or gathering user or clienťs intentional 
information related data or refreshing the ad or changing the 
ads. 


2. RELATED WORK 

As we know before us many great peoples worked on this 
android app ranking fraud detection through ads so we just go 
through their study work and také inspiration from their work 
and build our improved systém. 

Xiong and Zhu[l] had projected a ranking fraud detection 
systém for android mobile apps. In this páper principally, they 
both demonstrated that ranking fraud také plače in most 
important sessions for each app from its previous ranking 
accounts. Then, they recognized ranking based, rating based 
and review based confirmation for discovering ranking fraud. 
Moreover they proposed an optimization based aggregation 
systém to merge all the evidences for estimate the consistency 
of most important sessions from mobile apps. 

Priyanjai and Pankaj[2] planned techniques for assessment of 
investigation and invent pattern of android apps based on 
cloud computing and data mining. They developed systém 
ASEF and SAAF for android apps to achieve protection. They 
also explain a tactic that performs apps security and provide 
user friendly interface on a mobile phone. 

Anuja A. Kadam .Pushpanjali M. Chouragade [3] make available a 
disciplined study on the different procedures of malicious 
application recognition in android mobiles. The examination 
of authorization induces possibility in Android apps on a large- 
scale in three stages. First upon position all the entity 
permissions with respect to their feasible risk with different 
processes. Secondly, classify subsets of risk permissions. Then 
using several algorithms identifies the suspected apps based on 
the recognized subsets of risky permissions. 

Jakub Zilincan .Michal Gregus [4] had given the dedicated work 
on Search engine optimization techniques, often summarized 


to SEO, should lead to first situation in unprocessed search 
results. Some optimization techniques or procedures do not 
modify over time, yet still form the foundation of SEO. 
However, as the Internet and web design develop 
enthusiastically, new optimization procedures come in to 
account and sometime does not work. Thus, they háve focused 
on most important features that can help to get better a pose in 
search outcome. It is important to accentuate, that none of the 
proceduře can make sure it because search engines háve 
complicated algorithms, which measure the superiority of Web 
pages and obtain their position in search results from. 

Xiang Wang, Yan Jia , Ruhua Chen, Bin Zhou [5]in that they had 
told users can interpret themselves using free tags in micro- 
blogging website such as Siná Weibo. The tags of a user 
exhibit. The description of the user and are normally in a 
unsystematic direct without any significance or importance 
information. It restricts the usefulness of user tags in systém 
suggestion and other applications. They also proposed a user 
tag ranking representation which is based on interactive and 
attractive dealings between users. Manipulate power between 
users is measured in our user tag ranking method. Significance 
scores between tags and users are also utilized to rank user 
tags. 

Young Ihm. Woong-Kee Loh[6] had noticed that App store and 
android market háve knowledgeable a noteworthy growth in 
terms of app numbers. Since they had exposed 85% of apps 
during the ranks, it is significant to develop effective and 
efficient user friendly app ranking examine tools. Woong 
offered a structure called App Analytic. In this He discovered 
the correspondence of app ranking data about admired sociál 
networking sites. Exclusively, they observed association 
between various features of sociál networking sites on Internet 
and android market. The results of their correlation analysis 
disclose that there is a strong positive association of the 
number of app downloads with the number of scheduled users 
and page rank. They also supply an in-depth examination on 
the major factors that impact the association. 

3. PROPOSED METHOD 

1. Mining Leading or primary Sessions 

There are two main steps for mining primary 
sessions. First, we need to determine leading measures from 
the App’s historical previous ranking records. Second, we need 
to collaborate neighbouring leading events for developing 
leading sessions. Mainly, Algorithm 1 reveals the pseudo code 
of mining leading sessions for a given App. 

2. EXTORTING EVIDENCES FOR RANKING FRAUD 
RCOGNIZATION 

• Ranking Based Evidences 

By analyzing the Apps’ historical previous ranking 
accounts, Apps’ ranking behaviours in a leading incident 
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always assure a specific ranking pattern, which consists of 
three different ranking segments, expanding phase, 
maintaining phase and collapse phase. Mainly, in each leading 
event, an App’s ranking first improve to a peak or extent 
position in the leaderboard (i.e., rising phase), then maintain 
ssuch peak position for a phase (i.e., maintaining phase), and 
at last declines till the end of the event (i.e., recession phase). 
Definitely, such a ranking pattern confirms an significant 
considerate of leading event. In next section we formally 
describe the three ranking phases of a leading event. 

• Rating Based Evidences 

The ranking based evidences are helpful for ranking fraud 
recognition. However, sometimes, it is not satisfactory to only 
use ranking based evidences. Také an example, some Apps 
formed by the legendary developers, such as Gameloft, may 
háve some leading events with large principles of you due to 
the developers’ trustworthiness and the “word-of-mouth” 
advertising effect. Moreover, some of the permissible 
marketing Services, such as "limited-time discount”, may also [ 2 ] 
consequence in significant ranking based evidences. To solve 
this matter, we also study how to extort fraud evidences from 
Apps’ historical previous rating records. 

• Review Based Evidences 

Further ratings, most of the App Stores also allow users to [ 3 ] 
write some textual comments as App reviews to submit to the 
developer. Such reviews can reflect the personál observations 
and usage understanding of breathing users for particular 
mobile Apps. Indeed, review management is one of the most 
important viewpoints of App ranking fraud. Specifically, 
before downloading or purchasing a new mobile App, users 
often first read its previous historical reviews to simplicity [ 4 ] 
their conclusion making and a mobile App includes more 
encouraging reviews may attract more users to download. 
Therefore, imposters often plače counterfeit reviews in the 
leading sessions of a specific App in order to inflate the App 
downloads, and thus boost the App’s ranking position in the 
leaderboard. 

• Evidence Aggregation or Association 

After extorting three types of fraud evidences, the 
next dare is how to merge them for ranking fraud detection. 

Indeed, there are many ranking and evidence association 
techniques in the literatuře that we háve studied before, such as 
transformation based models, achieve based models, and 
Dempster-Shafer rules. However, some of these methods 
spotlight on learning a world wide ranking for all contenders. 

4. CONCLUSIONS 


A ranking fraud detection systém for mobile Apps show that 
ranking fraud také plače in most important sessions and make 
available a method for mining leading sessions for each App 
from its previous historical ranking records. Then, our study 
recognizes that it can be generally describes into three sort i.e. 
Ranking based evidences, rating based evidences and review 
based evidences for recognizing ranking fraud and an 
optimization based aggregation method to integrate or make 
association of all the evidences for evaluating or calculating 
the trustworthiness of leading sessions from mobile Apps. 
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